St. Mary’s NS, Threemilehouse
Acceptable Use Policy on the Use of the Internet in
School and for Remote Learning during Exceptional

Closures

The aim of this AUP is to ensure that pupils will benefit from learning opportunities offered
by the school's Internet resources in a safe an effective manner. Internet use and access is
considered a school resource and privilege.

Therefore, if the school AUP is not adhered to, this privilege will be withdrawn and
appropriate consequences outlined in the AUP will be imposed. For the purposes of this
policy, the protocols outlined will apply to using the internet on a variety of devices (laptop,
ipad, personal computer etc).

School's strategy

The school will employ a number of strategies in order to maximise learning opportunities

and reduce risks associated with the Internet. These strategies are as follows:

* Internet sessions will always be supervised by a teacher.

e Filtering software and/or equivalent systems will be used in order to minimise the risk of

exposure to inappropriate material. (Bitdefender VPN)

e All laptops that leave the school premises for professional use by teachers will be

encrypted.

e Students and teachers will be provided with information and advice in the area of Internet

safety.

e Uploading and downloading of non-approved software will not be permitted.

e The use of personal memory sticks, CD-ROMs, or other digital storage media in school

requires a teacher’s permission.

e Students will treat others with respect at all times.

Pupils’ use of the Internet
e Use of the Internet is for educational purposes only.
e Students should not upload, download or otherwise transmit material that is
copyrighted unless the copyright is acknowledged.



Students should not disclose or publicise personal or confidential information for
example classmates' home addresses, telephone numbers, name and location of
their school.

e Students should not examine, change or use another person's files, user name or
passwords.

e Students should be aware that any usage, including distributing or receiving of any
information, school related or personal, may be monitored for unusual activity,
security, and/or network management reasons.

e Pupils are responsible for their own good behaviour on the internet. Access to the
internet may be withdrawn from pupils who fail to maintain acceptable standards of
use. Internet access in the school includes a filtering service (Bitdefender software)
to minimise the risk of exposure to inappropriate material. However, no filtering
service is completely fool proof and therefore pupils will be supervised during the
use of the internet.

e Youtube: Youtube will be used as a teacher resource. It will not to be used as a

research tool by children. See Appendix 2 for Guidelines for staff using YouTube.

Email
e Some teachers in SET and the Junior classes use an individual school email address to
communicate with parents. If the teacher has decided to use email as one of the
modes of communication, they will send out guidelines for parents in relation to this
process at the start of the school year.

Online Activity — Exceptional Circumstances: School Closure

Our current system comprises emails, Aladdin and the school website. Staff in the school
have experimented with and used many online tools. These include padlets, See-saw,
Google Meet and PM online readers. These forums are all recognised and recommended as
safe for children by the Department of Education. All school rules, policies and their
sanctions remain in place including Code of Discipline, Anti Bullying Policy and Dignity in the
Workplace.

Our priority is always safety therefore in order to ensure the safety of all taking part the
protocols are outlined below.

Protocols for online conferencing through Microsoft Teams/Google Meet:

e An adult must always be present in the room but not visible on the screen.

e Children must be appropriately dressed.

e Children must be in a non-private space in the home (that is not a bedroom or other
areas normally considered private)

e The child’s correct name and surname must be entered — no nicknames or altering if
names.

e No recording of sessions.

e The link to the session must not be shared with a third party.



e To eliminate background noise a child/children may be muted during a call.

e A minimum of two school staff (eg. teacher/SNA) will be online at all times.

e Children are expected to engage respectfully with all present.

e The host/facilitator of the call may mute and also end a conversation with a child if
comments/behaviour are of concern or if there is any infringement of school

policies, rules or school ethos.

Online material and forums:

e Parents/Guardians are responsible for supervising their child’s access to online
material in the home, including any material accessed via links provided by the

teachers.

School Website

e The school website will be updated by the school staff only

e The website will be regularly checked to ensure that there is no content that
compromises the safety of pupils or staff.

e  Pupils’ work may anonymously appear in an educational context on Web pages

o The school will endeavour to use digital photographs, audio or video clips focusing
on group activities.

e Content focusing on individual students will not be published on the school website
without the parental
permission.

e Personal pupil information including home address and contact details will be
omitted from school web pages.

e The school website will avoid publishing the full name of individuals in a
photograph.

e The school will ensure that the image files are appropriately named — will not use
pupils’ full names in image file names or ALT tags if published on the web.

e Pupils will continue to own the copyright on any work published.

e The publication of student work will be co-ordinated by a teacher.

Personal Devices

-Pupils using their own technology in school, such as the taking of images, voice recordings
or videos with any device, is in direct breach of the school’s acceptable use policy.

-The use of personal sim-free mobile phones, ipods and mp3 players will be permitted for
the purpose of engagement in Therapeutic listening programmes by prior arrangement with
parents/guardians.

Assistive Technology

If a child has been approved for Assistive Technology and they take their device home and it
gets damaged etc.it is the responsibility of the parents to get the device repaired/fixed at
their own cost. The device is the property of the school as per Circular No 0010/2013



Interactive Whiteboards

The guidelines already outlined apply in particular to the use of the Interactive Whiteboard.
In addition, it should be noted that all sites accessed by pupils and/or staff should be for
educational purposes only.

If inappropriate material is displayed, either advertently or inadvertently, the “No Show”
button should be used to block any image on the whiteboard.

Any breach of this protocol, whether accidental or deliberate, by student or teacher, should
be reported to the school principal.

Mobile Devices

St. Mary’s NS may provide students with laptops, tablets, digital recorders or other devices to
promote learning both inside and outside of the school. Students should abide by the same
acceptable use policy, when using school devices off the school network, as on the school
network.

Students are expected to treat these devices with respect. They should report any loss,
damage, or malfunction to their teacher immediately.

Use of school issued tablets will be monitored.

Teachers will decide what apps are appropriate for their class.

Students must not move away from the app their teacher has opened for them to work on
unless they have been instructed by their teacher.

Students may not access the Play Store or download apps to the tablets.

Students may not delete or move apps or folders.

Use of Mobile Phones: Staff

All staff members keep their phones on silent during school times.
Teachers and SNAs switch on phones when out of the school on trip.

Security:

We ask that our students use common sense if they think a website does not look ‘right’. They must
not click on anything they feel is not right. Students are expected to alert their teacher immediately
of any concerns for safety or security.

Personal Safety:

If pupils see a message, comment, image, or anything else online that makes them concerned
for their personal safety, they should bring it to the immediate attention of a teacher if they
are at school or a parent / guardian if they are at home Stay Safe tells children to Stop Block
and Tell: STOP —don’t reply to the message but do take a screen shot BLOCK- block the sender
TELL — a trusted adult

Pupils should never share personal information about themselves or others, including phone
numbers, addresses, PPS numbers and birthdates over the Internet.

Pupils should never agree to meet someone they meet online in real life.



e Pupils must not take, use or share images of or from other students on school online
platforms.

Cyber-Bullying:

e Pupils must not send messages or post comments or photos with the intent of scaring, hurting,
or intimidating someone else. Engaging in any online activities intended to harm (physically
or emotionally) another person, will be dealt with in accordance with the school’s Code of
Behaviour and Anti-Bullying Policy.

e Should pupils engage in online activities intended to emotionally harm another person on a
site not controlled by the school, the school will ask parents / guardians to refer this to the
site provider.

e Harassing, flaming, denigrating, impersonating, outing, tricking, excluding and cyberstalking
are all examples of cyber-bullying. Such bullying will not be tolerated in St Mary’s NS.

e In some cases, cyber-bullying is a crime. St Mary’s NS is committed to the Child Safeguarding
Procedures for Primary and Post-Primary Schools (revised 2023) and will act as required. The
school will support students, teachers and parents in dealing with cyberbullying.

Data Protection Responsibilities

e Staff are personally responsible for ensuring the confidentiality of a student’s personal data.

e Passwords should not be ‘remembered’ on any personal or classroom device.

e |f student information is put onto a USB, the files on the USB must be encrypted.

e Staff should log off any workstation (CTRL+ALT+DEL) once finished.

e When communicating information about pupils, staff should use codes/abbreviations or
numbers, rather than pupil names.

e Every effort should be made to not view information of staff or pupils in public (on public
transport or in public places).

e If your job involves the processing of personal data (data that identifies a living individual),
this must be done in accordance with General Data Protection Regulation (GDPR) May 2018.

Legislation

The following legislation relates to the use of the Internet. Teachers, students and parents
should familiarise

themselves with:

e Data Protection (Amendment) Act 2003

e Child Trafficking and Pornography Act 1998

¢ [nterception Act 1993

e Video Recordings Act 1989

e The Data Protection Act 1988

Violations of this Acceptable Use Policy



e Violations of this policy in St. Mary’s NS may have disciplinary repercussions, including:
Suspension of ICT privileges and notification to parents/guardians in most cases.

e Sanctions in accordance with the Scoil Mhuire Code of Behaviour and Anti-Bullying Policy.

e The school also reserves the right to report any illegal activities to the appropriate authorities.
We make a reasonable effort to ensure students’ safety and security online but will not be
held accountable for any harm or damages that result from misuse of school technologies.

Parental Agreement

Upon entry to the school, parents will be asked to sign the admissions form in relation to
agreeing to abide by this Acceptable Use Policy. This will be a once off agreement signature
and by signing it parents agree to abide by this policy.

Roles & Responsibilities

The Board of Management is responsible for the formulation of this policy.

The Principal and teaching staff are responsible for the implementation of this policy during the school
day.
Parents and guardians are responsible for the internet usage of the students while they are outside

school.

It is important that all parents and guardians monitor their own child’s internet usage at home and
ensure that their children are aware and respectful of the risks involved.

Ratification & Communication:

This policy was reviewed and ratified by the Board of Management on the 24" October 2024 and will
be communicated to parents thereafter. The main amendment was the use of tablets following
successful PA fundraising and the purchase of 24 tablets.

Implementation & Review

This policy supersedes all policies to date and is effective from November 2024.

This policy and its associated procedures will be monitored on an ongoing basis but will be undergo
full review in 2026, or earlier if necessary.

Signed:
- ¥ d
Andrea Malone Sean Murphy
Principal Chairperson Board of Management

Appendix 1



SCHOOL STAFF AND SOCIAL MEDIA

The Board of Management of St. Mary’s National School has developed the following code of
practice for staff regarding social media, commercial practice, and marketing within the school
grounds or involving the school. These expectations are mandatory for all individuals working in the
school, including staff, students on placement, volunteers, and outside providers. A copy of this
document will be provided to all personnel. Any questions or feedback on the guidelines should be
directed first to the Principal, as the day-to-day manager of the school, followed by the Board of
Management.

The Board of Management adopts the Teaching Council's "Guidance for registered teachers about
the use of social media and electronic communication" as guidance for school staff in this area. All
staff should read the guidance document, available here: Guidance for registered teachers about the
use of social media and electronic communication. When drafting this code of practice, the Board of
Management has considered relevant sections of the Teaching Council Code of Professional Conduct
for Teachers, including standards 1.5, 2.2, 2.5, and 4.8.

Commercial Practice & Marketing in the Classroom or School

Any paid partnership between a member of school staff and a commercial business that requires any
part of the agreement to be performed on school premises or with members of the school
community requires written approval from the Board of Management. Payment includes financial
payment or personal benefit in kind/gifted items.

Promotion of Commercial Materials

Initiatives promoting commercial activities to schools, pupils, and parents require written approval
from the Principal. The Principal should consider the balance between the potential benefits of
positive links with businesses and protecting children and their parents from inappropriate
marketing when making decisions.

Use of Film/Photography in the Classroom or School

The use of photography or video taken on school premises on personal social media accounts
requires written permission from the Board of Management.

Taking video or photographs of standardized or diagnostic tests and sharing them outside of the
school in any manner is strictly prohibited.



Use of Pupils' Work on Personal Social Media

The use of pupils' work or recordings of pupils' work on personal social media accounts requires the
consent of the pupil and written consent from the parents and the Board of Management.

Use of School Identity on Personal Social Media

The use of the school name, or any identifying images, features or descriptions on personal social
media accounts requires written permission from the Board of Management.

When discussing social media in this document, examples include, but are not limited to, sites such
as Facebook, LinkedIn, Twitter, YouTube, Instagram, TikTok.

Appendix 2

GUIDELINES FOR STAFF USING YOUTUBE



What is YouTube?

YouTube is a site that allows users to upload and share original videos.

The purpose of using YouTube in the classroom is to access a wide range of educational
videos to enhance

teaching and learning

Guidelines for teachers using Youtube

1. Staff may only access Youtube for educational and professional reasons while in school
2. Teachers must view all videos in full and in private before showing to pupils

3. If staff use videos directly from the Youtube website, they should use the Safety Mode
button which filters

search results (at the bottom of every page)

4. Only show in full screen format as the advertisements are often inappropriate

5. Whenever presenting a Powerpoint with video footage, use embedded YouTube videos
6. Staff are not allowed to upload video footage of pupils to Youtube

7. Consider copyright issues when wishing to use a video for any reason. See this article
http://www.ict4lt.org/en/en_copyright.htm or
http://www.youtube.com/yt/copyright/what-is-copyright.html

8. Any misuse of Youtube must be reported to the Principal

For more information please see https://www.youtube.com/t/community_guidelines
For suggestions and support in accessing You

tube videos please see
http://www.techforschools.com/handouts/youtubeineducation.pdf

Appendix 3

Guidelines on the use of tablets in class



1. When can the tablets be used?

In schools, just like in businesses, unfettered access to internet enabled
devices can be a serious distraction and productivity killer. Schools should
think about restricting the use of devices to designated time periods during the
day or to when students have the expressed permission of a teacher.
Regulating tablet use is also important so that students socialise and develop
friendships. If students spend every free moment browsing the internet on
their tablets they might be disinclined to interact with each other and may

struggle to settle into a new class group.

2. Don’t forget about the cameras!

If you ask teachers using tablets about internet safety issues, the first word out
of their mouths invariably is... cameras! Practically all tablets contain good
cameras. Whereas inappropriate websites and apps can be filtered and
blocked, it's more difficult to disable cameras. Unless schools have clear

guidelines on when cameras can be used it is easy to see how the sharing of

unforgiving photos, memes and doctored pictures could get out of hand and
lead to abuse and cyberbullying. You should think about adding a section

dealing with photos to your Acceptable Use Policy (AUP). You need to decide if

taking photos on school grounds or when participating in school activities is
something you want to prohibit completely, allow only with permission, or
allow under certain specific conditions.

3. Indicate clearly how the tablets can be used.

You need to decide from the start whether tablets are only for educational
purposes or if you’ll permit other uses. Is it ok to play Angry Birds at
lunchtime? Can students stream music to listen to while they do project work?

Try to show students how to use the tablets most effectively so that

introducing tablets really does enhance their learning. You also need to think
about putting protocols in place around installing apps or accessing online

games. Again, all this can be embedded in your AUP policy.



4. Bringing the school into disrepute via social media.
There are a range of social media tools that allow us to interact and keep in
touch. As tablets provide easy access to social media services it is important to

make members of your school community aware of the principles they are

expected to follow when using social media, particularly in relation to

school. Everyone has a responsibility to protect the reputation of the school.
Do you think it is appropriate to discuss personal information about pupils or
staff on public online fora? If not, you need to be very clear in letting everyone
know what the consequences are for doing this.

5. Keep on top of trends.

New applications and websites are constantly being developed for the teen
audience. Snapchat was the big hit of the last year but there’s no telling what
might be next. Schools using tablets need to stay on top of the apps being used
by teenagers so that they can keep their lists of acceptable websites and apps

up-to-date and relevant. The Webwise website and social media channels aim

to keep teachers aware of any emerging internet safety concerns.

6. Make sure everyone knows what’s expected of them.

Putting together policies covering the use of tablets in your school is important
but it is only the start of the process. Writing a policy, getting it signed, and
filing it away is not sufficient. You need to make sure everyone (students,
teachers, other staff and parents) knows what’s in the policy and puts it into
practice. If something goes wrong, you need to be able to show that you have

taken steps to implement and regularly review your policies.

7. Monitor students’ use of the tablets.

There are several ways of monitoring what sites and apps are being used in
your school. You can regularly examine web access log files for any unusual
patterns or evidence that undesirable sites are being accessed from your
network. Alternatively a class tutor might perform regular spot checks on the

tablet devices. Schools can also reserve the right to check what apps students



are using. Monitoring and regulating which apps are downloaded by students

helps ensure that tablet use is appropriate.

8. Not all children are technology experts.
While children might appear to be very adept at using tablets this doesn’t

necessarily mean that they have the digital literacy skills to match. Like adults,

some will be more expert than others. Often they struggle to establish which
online sources of information are most authoritative and trustworthy. Most
students will also need to be educated on checking the legitimacy of online
offers, so that they avoid scams, and on being cautious about downloading
suspicious files that might contain viruses.

9. Educate students on internet safety matters as they arise.

The experiences of using tablets can be used to integrate internet safety

teaching points across the entire curriculum. If a teacher asks students to take

screenshots, the teacher might then remind students that screenshots should

be used to record evidence of cyberbullying.

10. Consult with students when updating your AUP.
The more students use the internet the more likely they are to encounter and

be aware of online risks. When updating your school’s Acceptable Use

Policy get input from the students, as this will give them a sense of ownership
over the rules. As you learn from experiences of using tablets in schools be
sure to update your AUP accordingly. An AUP is of use only if it updated

regularly.



